
 

Secure Virtually Any Device Across Ultra-Remote Sites 

While remote locations offer beautiful landscape views, they are almost always harder 
to reach. For sprawling ranches, production fields, and industrial sites scattered across 
rugged terrain, there’s a paradigm that makes security challenging: easily compromised 
endpoints, third-party access to equipment, legacy equipment, IoT devices, and a variety 
of communication protocols.

These are the challenges one FreeWave 
user faced on a sprawling New Mexico 
ranch located hundreds of miles from the 
rancher’s Colorado home base. Traditional 
solutions let him peek at well and field 
data, but any alarm meant sending 
someone onsite for resets, eating into 
time, and budgets. The rancher needed 
to monitor and control water levels, 
pumps, power, and sensors in real-time 
critical operations. His success rewrote 
the bottom line. Thousands of dollars had 
been lost to unnecessary truck rolls and 
maintenance crews dispatched for simple 
resets or checks. 

As in the case of this rancher, a major goal 
for those with distant, highly dispersed 
sites is robust security. Secure remote bi-
directional access to site devices and data 
is growing in demand as regulations for 
water, air quality, energy efficiency, and 
environmental disclosure tighten – and cyber 
threats rise. Data is today’s gold rush.

SOLUTION
The FreeWave Zentry™ solution provides 
secure, remote monitoring across virtually 
any device, even from a distance. It is the 
first security fix with Operational Zero Trust 
(OZT), an OT-ready zero trust transport 
and overlay that provides outbound-only 
sessions, static-IP cloaking, encrypted micro-
segmented device system paths, and edge 
enforcement by way of FreeWave’s rugged 



“Having a secure tunnel 
to access my devices to 
monitor troughs, tanks, 
and pumps without ever 

leaving my Colorado 
office is a game 

changer.” 

ES1000 gateways. A central Zentry console 
provides policy and evidence, a must-have 
for centralized control, especially in highly 
regulated, compliant-driven industries.
The FreeWave Zentry solution, versatile 
in its broad compatibility, can be applied 
on virtually any device or environment 
that runs Linux or equipment supported 
by FreeWave’s hardware, securing it with 
a zero-trust framework. This includes 
industrial IoT gateways, like the FreeWave 
ES1000 gateway, to servers to everyday 
laptops, tablets and even embedded AI 
boards running Linux.

Rather than relying on traditional perimeter 
defenses, the FreeWave Zentry solution 
ensures every connection acts as a «remote 
gatekeeper,» making devices invisible and 
inaccessible to threats unless explicitly 
authorized. It delivers simplified, secure 
remote access.

The FreeWave Zentry solution is device and 
operating system agnostic and has been 
implemented on many devices, including:

Industrial/Edge/IoT Gateways & RTUs: 
FreeWave ES1000, Teltonika RUT301, 
Teltonika RUT956, InHand EC942, Emerson 
FBxEdge
Embedded AI/Development Boards: Nvidia 
Jetson, Nvidia Jetson Nano, RaspberryPi, RPi 
5, GMKtek, Basoaro
Servers and NAS: UBUNTU Server, 
SuperMicro Server, Synology NAS
Laptops/Desktops/Smartphones/Tablets: 
Dell Laptop, Macbook Pro, HP EliteDesk 800 
G2, Samsung S25+, Samsung S22, iPhone, 
iPad

IMPACT
“Having a secure tunnel to access my 
devices to monitor troughs, tanks, and 
pumps without ever leaving my Colorado 
office is a game changer,” the rancher 
said. “The visibility is unmatched; I can see 
tank levels, pump status, and flow rates in 
near real-time, all while knowing nothing’s 
exposed to threats.”

That expanded visibility is due to 
Zentry’s zero-trust framework: It 
enforces continuous authentication, 
microsegmentation, and end-to-end 
encryption on every connection to a valve, 
sensor, or PLC, making static IPs invisible 
to hackers. No open inbound ports means 
no port-scanning vulnerabilities, just 
outbound-initiated sessions that keep his 
water infrastructure locked down. 

Through the Zentry Console, the rancher 
gets a single-pane-of-glass view for 
managing devices, spotting anomalies 
like low trough levels before they trigger 
a serious problem on the ranch, and even 
remotely resetting pumps during off-
hours. For a rancher juggling regulations 
and water usage metrics, this means 
fewer compliance headaches and more 
data-driven decisions, like optimizing 
irrigation without overdraw.
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CONTACT US TODAY

Protect your critical operations. Reduce risk. 
Improve efficiency. 

Recently, after wrestling with a traditional laptop 
for network access, the rancher hit a snag: Routine 
OS updates kept tweaking parameters, locking 
him out, and forcing troubleshooting. He turned 
to FreeWave once more. Teaming up with partner 
Teltonika, FreeWave recommended the Linux-based 
RUT301 – an industrial-grade Ethernet router 
engineered for unforgiving environments providing 
rock-solid remote access without the fragility of 
consumer gear.

“We went with the Teltonika RUT301 because 
off-the-shelf laptops aren’t cut out for remote 
networks with unpredictable updates and such,” 
he explained. “This Linux router brings industrial 
stability and ruggedness, letting me access the 
network for tweaks or diagnostics anytime.”

Since deploying the solution, the impact has been 
measurable. He’s been able to better prepare 
for in-field visits avoiding unplanned downtime 
and water waste thanks to precise monitoring. 
He has also gained uptime reliability, faster 
issue resolution, and peace of mind knowing his 
operation runs securely, 24/7.

Want to secure incompatible devices?

From the fields to the vistas, FreeWave connects 
you to the data that matters most. Simple. Secure. 
Connected. Contact us today to explore how the 
Zentry solution can secure your remote world. 


